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. NMOHHIH TAKbIPBITTTBIK BAFJIAPJIAMACDI

[MaHHIN MAKCATBI: MArHCTPAHTTApAA ICKEPJIIK JKIHE FhlJIbIMH Cajlajiapaa KapbIM-KaTbIHAC JKacayFa )KaHE XalbIKapaJIblk 3epTTEY

\OKbIMAPBIHAA ThUTBIMH-3€PTTEY Kbi3METIH KYprizyre MyMKiHik GepeTiH KOMMYHHKATHBT
NarABUIApAbl AAMBITY. AybI3Lia, Ka30atua kaHe MeKTPOHAbIK KOMMYHUKALHA 9/

Gap MaTiHAEp XKacanaibl.

[Mon GOBIHILA OKLITYAAH KYTIIETIH HITHIKEIep:

1. TouiraaabiM. ThIHAAIFAH aKNapaTTbiH HEri3ri MarbiHach
TYCIHEAI.

2. AiiTbiabiM. KyHaenikTi xaHe kacion TakbipbinTap O0iibiHILA JHriMesiecyre AailbIHAbIKChI3 KaTbICabl.

Gipkatap Macenenep GoiibIHIIA 03 Ko3KapacbiH OasHAaM b, 2
. OKbLIbIM. MaMaHablK 00ibIHILIA LWeT TUTIHAE FbIIbIMU TYTTHYCKaJbIK MOTIH
4. YKasbuibiv, LLeT TiniHAE FBUTbIMI MAKananap, pTypii dccenep TypiepiH xka3asbl, TyHiHaeMe JKacaiabl #3

LI

FabIM-aPINTeCTEPIMEH ICKEPIK XaT aMacanbl.

5. Lllet TiniHae npe3eHTauusaap MeH )K00aNbiK JKYMbICTapAbl fanbIHAANRIbI.

MMan 60iibIHIIA OKLITLIIATBIH HEri3ri TAKbIPbINTAP.

Moay.ab 1.Introduction to the subject

1. 1.Algorithms & Data Structures

2. Machine Learning / Al

3. Computer Systems / Architecture

4. Networking & Security

5. Databases & Big Data

|.What Is Cryptology?

2. Symmetric Encryption

3. Public-Key Cryptography

4. Cryptographic Hash Functions

5. Cryptology in Everyday Life

| Artificial Intelligence — Reinforcement Learning
2. Data Structures — Trees and Graphs

3. Operating Systems — Process Scheduling

4. Databases — Indexing and Query Optimization

5. Networking — TCP/IP Protocol Suite
| The Role of Big Data in Modern Business Decision-Making

2 Predictive Analytics: Transforming Market Strategies
3 Data Visualization Techniques for Business Insights
4 Challenges of Data Quality and Governance in Big Data

5 Ethical Considerations in Business Analytics

"Emerging Trends in Computer Architecture

2.Cloud Computing and Distributed Systems

3. Machine Learning Applications in Embedded Systems

4. Security Challenges in IoT Networks

5. Parallel Computing and High-Performance Systems

|. Fundamentals of Information Security Auditing

7 Risk Assessment Methodologies for Information Systems
3. Compliance Standards: ISO 27001 and Beyond

4 Vulnerability Management and Penetration Testing

5.The Role of Internal Auditors in Cybersecurity Governanc

Module 2 Stages of the subject

1. Algorithms and Data Structures — Graph Traversal

2. Machine Learning — Introduction to Supervised Learning
3. Computer Systems — Multithreading

4. Networking — TCP vs UDP

5. Databases — NoSQL vs SQL

|.Principles of Modern Cryptology

. Symmetric and Asymmetric Cryptosystems

. Cryptographic Hash Functions and Digital Signatures

Lo IV

ik Ky3bIPeTTEPA icKe achIpy YLLiH KakKeTT

cTepi 3epAeNeHell KIHE WeT Tininaeri kacion MaHbI3bl

IH HeMmece Keiibip OenwekTepiH Te3 Hemece opTallia coiliey KapKblHbIMEH

fep/iH Heri3ri MarbIHACbIH TYCIHE.
He Gacka esiaepait

MamaHablKKa 0ainaHbICTh




Juantum Cryptography
andations of Modern Cryptology
advanced Algorithms — Dynamic Programming

. Machine Learning — Convolutional Neural Networks
3. Operating Systems — Virtual Memory

4. Networking — Software-Defined Networking (SDN)
5

|

. Databases — Distributed Systems and CAP Theorem
Big Data and Customer Experience Management

2. Real-Time Analytics in Financial Services
3.Data Mining Techmques in Retail Analytics
4. Cloud-Based Business Intelligence Platforms

5. Social Media Analytics for Brand Strategy

[.Cyber Risk Management Frameworks

2. Digital Forensics and Evidence Handling
3.Insider Threat Detection Techniques
4.Information Security Metrics and KPIs
5.Blockchain for Secure Transactions

|.Quantum Computing: Principles and Applications
2.Advanced Microprocessor Design Techniques
3.Edge Computing for Smart Devices

4.Al-Driven Network Optimization

5.FPGA vs GPU: Choosing the Right Hardware

Module 3 Definition of the subject

I. Advanced Algorithms — Dynamic Programming

2. Machine Learning — Convolutional Neural Networks

3. Computer Systems — Virtualization and Containerization
4. Networking — Software-Defined Networking (SDN

5. Databases — Distributed Transactions and CAP Theorem
I.Symmetric vs Asymmetric Cryptographic Systems

2. Cryptographic Hash Functions and Their Applications
3. Post-Quantum Cryptography

4, Cryptographic Hash Functions and Digital Signatures

5. Cryptology in the Contemporary Digital Era
| .Data-Driven Supply Chain Optimization

2. Sentiment Analysis Using Natural Language Processing
3.The Future of Artificial Intelligence in Business Analytics
4 Big Data Security and Privacy Concerns

5.Integrating loT Data for Strategic Insights

| Software-Defined Networking in Modern Infrastructures
2.Cyber-Physical Systems: Challenges and Opportunities
3.Robotics and Autonomous Systems Engineering
4.High-Speed Data Transfer Protocols

5. Energy-Efficient Computing Architectures

1.Cloud Security Auditing Best Practices

2.Business Continuity and Disaster Recovery Planning

3. Penetration Testing Tools and Methodologies

4.GDPR Compliance and International Standards
5.Emerging Threats in Cybersecurity and Risk Mitigation

Y ChIHBIAFAH dae0HeT KO3AepPIiHiH Ti3iMI.

oneouerrep: Herisri
1.Rongmao Chen, Robert H. Deng, Moti Yung (pea.) — Information Security and Cryptology: 21st International

Conference, Inscrypt 202)5.
2 Dusko Pavlovic & Peter-Michael Seidel — Security Science (SecSci), Basic Concepts and Mathematical Foundations

2025)
g. Stuart J. Russell & Peter Norvig — Artificial Intelligence: A Modern Approach (4-e w3n., 2020)
4. Routledge (pasubie aBropbl) — Computer Science Textbook Series (6vinycku 2023)

5. Tiffany Timbers, Trevor Campbell, Melissa Lee — Data Science: A First Introduction (2024)
6. Artificial Intelligence: A Textbook — Charu C. Aggarwal 2021.




Aua:
. Dougherty & llya llyankou — Hands-On Data Visualization (2021)

_Empire of Al: Dreams and Nightmares in Sam Altman’s OpenAl — Karen Hao 202).
3 Introduction to Al Safety, Ethics, and Society — Dan Hendrycks 2024.

MurepHeT-Ko3aepi:

1. MOOC: Academic Writing: The Structure of a Research Paper. Ha niatopme open.kaznu.Kz.
. https://www.ebooks.com » en-us &
1ittp://dictionary.cambridge.org
1ittp://www.ditext.com/russell/russell.html
. http://www fallacyfiles.org/taxonomy.html
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2. KOPBITBIHJBI BAKBIJIAY TAIICHIPMACBHIH OPLIHJIAY BOUBIHIIA 9 AICTEMEJIIK HYCKAYJIAP:
CTAHIAPTTBI JKA3BALUA ODJIAWMH

2.1. EmTuxan ubicanbi: Odnaiin cranaaptrsl xkazdawa. Maatpopma: Univer AXK
2.2. 7Ka30a1a eMTHXAHHBIH MAKCATBI: NAHAI OKY Ke3iHae MEHrepireH oKy HITHXKe/epiH, Aariblaap
KOPCETY, 03 OIapblH Kka30alua Typae KHUChIHAbI Typae KeTKi3e Giy, 03 Ko3KapacblH /el TYPAE AIC/ALY.
2.3. TanceipMaHbl OPLIHAAYAAH KYTIJIETIH HITHKEEP:
YKazbawwa eMTUXaHHbIH 6ip GUAETi OKbITBINFAH KypC GOiibIHILA OKY HOTHIKENEPIH aHbIKTAHTbIH HIHE TOMEHAC CHTIATTATFaM
KpuTepuiinep OoiibiHwWa OaranaHaTblH 3 CYpaKTaH Typaibl:
1-wi cypak: 1-wi kpuTepuit. MaTIHHIH Ma3MyH/bIK COHKECTIr. 2-1i KpHTEPHIi. MoTiHHIH CTHIMCTHKAJIbIK COHKECTITI.
2- wi cypak: 3-wi kputepuit. Cypakrap KypacTbipyAarbl rpaMMaTHKaJIbIK acriextinep 4-wi kpurepuit. CypakTbIH MITIH
Ma3MYHbIHA COMKECTITI.
3-1wi cypak: S-wi kputepuit. MaTiHAi yiibIMAACTBIPY. 6-Lubl KpHTEPHiT. DCCE MA3MYHBbIH ykazballa CblHHM Tajaay *oHe Oaranay.
2.4. EMTHXaH oTKI3y pacimi.
2.4.1. CtanmaptThl x%a3bawa odnaiin emTuxan GekiTinreH kecrere coiikec oTKi3iIell.
2.4.2. Kesekui OKbITYLWbI ka30aiua odaiin eMmTHxaH 6actanapaaH anabiH, 15 MUHYT OypbIH GiniM anywbiaapabl xeke KyaJlk OoHbIHLIIA
sxeke 0achlH TEKCEPY i JKy3ere acbipabl, OLTIM alyLubl1ap/ibl KeTy napakrapbiHia KOPCETUILGH OPbIHAAPTa OTbIPFbI3A/bI.
2.4.3. Erep Gerae anam xas6aiua oQiaiiH eMTHXaHbIHa KeJCe, Ke3eKLI OKBITYLIbI OChI Kamhéﬁépnbl Oy3FaHablFbl TYpasibl THICTI aKT

MEH KY3bIpeTTIIIKTEPAl

Kacamnbl.
2.4.4. Kewirin kearex 6i1imM anylublapra eMTHXaHFa KaTbiCTbIPbIIMAH/bI.

2 4.5. EMTHXaH Ke3iHIe Ke3eKLi OKbITY bl OiNiM anyWbliapabi OEKITINreH HyCKay/IbIKKa CoHKeC MIHEe3-KYJIbIK epeKeIEPIH CaKTayblH

Oakbl1ay Abl XKYy3€re acblpabl. |
2 .4.6. EMTHXxaHra GejliHreH yakbT asKrajJraHHaH keilid (2 aCTpOHOMHSIBIK caFaT) Ke3eKLWI OKbITY Wb

| ) eMTHXaH KYMbICTAPbIH JXHHANbI,
2) op *KyMbICKa ayar napakrapblHAarbl JKYMbICTAPAbl JKa3yIbIH asKTay OenriciH — X apIriH KOsbl;

3) mekaHaT MamaHblHa Wrdpaay yuid Keay napakrapbiMen Olpre Jkayan napakTapbliH yCbIHAbI.
2.4.7. Wudpnay ywiH xKyMbICTapbl YCbiHY KeWIKTIpiAreH Jaraaiaa AeKkaHaT MaMaHbiHA THICTI KiHA/I aNaMIapFa akT KacablM, KeilH

KazasaHalbl.
2.4.8. EMTuxanaa 6iiM anylublaapra e3iMed Gipre pykcaTchbl3 aknapaTka KoJ JKeTKI3y yLiH naiilananbllybl MyMKIH KOCAIKbl anaay
napakTapbliH, ya/bl Tene(onaapabl, CMapT-caraTrap/bl JKoHe 0acka 1a TeXHUKaJIbIK ©3re € Kypasiaapibl ajblll )KYPYIre )KoHe /Hemece
naiiganaHyra ThiiibiM caibiHabl. backa Ginim anylblapMeH jkane Oorae anamaapmen coinecyre, Jayanrapaa TAO xoHe/Hemece o3re

e colikecTeHaipy »as3banapbiH JKa3yfa ThiAbIM CaJIbIHA/bI. .
2.4.9. Erep 6iniM amyiwbl emTHxaHra kesin, Guner 6ofibiHwa xayarn OepyneH 6ac Taprea, eMTHXaH Tancelpy Oaracel"F" perinae

OarajaHaabl.

2.4.10. JTonenni ceben GosMaraH »araaiaa eMTHXaHFa Kemey "F" Oaracbl petinae OaranaHanbl,

2.4.11. Binim anywsl ockl TapMakTapAbiH Oipeyid Hemece OipHetueyin Oy3raH »araaiina eMTHXAH )KYMbICIHBIH KYLUTH JKOKO aKTIC|
(GyaH api — AKT) TONThIPbLIAAb!, MOH yliH "F" ("kaHaraTTaHapJbIKCbI3") Oaracbl KOHbIIA/Ab.

2.4.12. EMTHXaHaa ocbl Karuaanapabl Kairanan 6y3ranbl YWid Outiv anywbl GaKyabTeT KEHECIHIH QAN KOHIHACTT KEHECIHIH
KapayblHa YCbIHbIIA/bI.

2.4.13. [ToH GoiiblHIWA KOPBITbIHALI Oara eMTHXaH OTKi3ireHHeH Keid 1 ail iwinae, O1M ay Wbliap KawblKTbiKTaH Oiiv Oepy
TEXHOIOTHSIAPbIH JKIHE/HEMECE eMTHXAHAarbl MIHE3-KYJIbIK €peesiepiH KOJIAaHa OTbIPbIN, KOPbIThIHAbI OaKblIAY KYPri3yre apHairaH
HyCKayJbIKTapabl Oy3FaHbl aHbIKTAIFAH XKaraaiaa: Wwnapraikanapabl, ysibl TeneoHaapabl naiiaanany, keaiccosnep xKyprisy xate T.0.
aKTIHI TOATBIPA OTBIPbIN, OaKblaay OefiHekaMepaiapblHaH anblHFaH xa30anap Heri3iHAe WKOMWbIAYbl MYMKIH, AKTIHIH KYLUIIHIH
JKOMBLIYbIHA LWIAFbIMAAHYFA KoHE anennsuunsara 0epyre »Katnaiabl,

2.4.14. EMTnxanaapaarsl 6apiblk TopTin Oy3ywbiibiKTap GifiiM ay WblHbIH TPAHCKPHUATIHE (OKY YArepiMi Typaibl KOPCETKILLIHE)
eHrizisiei,
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